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A. Allmanna forutsattningar

Bostadsrattsfoéreningen Logementet, som registrerats av Bolagsverket den 27 maj 2019, (namn och séte andrat den 11
januari 2021) har till andamal att framja medlemmarnas ekonomiska intressen genom att i féreningens hus upplata
bostadslagenheter, lokaler och mark med nyttjanderatt utan tidsbegransning.

Under hosten 2021 kommer bostadsrattsforeningen, pa fastigheten Kviberg 28:5, Goteborgs kommun, att pabdérja byggandet
av tva flerbostadshus med 102 st. bostadslagenheter samt 4 lokaler.

Styrelsen avser enligt tecknat anbud, att teckna entrepenadkontrakt med Bonava Sverige AB, om att till fast pris genomféra
féreningens byggnation.

For att kunna traffa férhandsavtal i enlighet med vad som stadgas i 5 kap 3§ Bostadsrattslagen har styrelsen upprattat
foljande kostnadskalkyl for féreningens framtida verksamhet.

Berakningen av foreningens arliga kapital- och driftskostnader grundar sig pa vid tiden for kalkylens upprattande kéanda och
bedomda forhallanden.

Forhandsavtal kommer att ersattas av ett upplatelseavtal, baserad pa en ekonomisk plan som kommer att upprattas av
styrelsen fore inflyttning.
Bonava Sverige AB &ger ratt att kostnadsfritt aterkalla anbudet om de beslutar att inte genomfdra projektet.

Fastigheten Kviberg 28:5, Goteborgs kommun forvarvas frdn Bonava Kviberg 1 AB.

Kostnadskalkylen &r upprattad 2021-09-01
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B. Beskrivning av fastigheten
Fastighetsbeteckning
Fastighetsareal

Boarea

Lokalyta

Byggtotalyta (BTA)

Antal bostadslagenheter

Byggnadens utformning

Bilplats

Prel. taxeringsvarde bostader

Prel. taxeringsvéarde lokaler

Prel. taxeringsvarde garage

Kviberg 28:5, Géteborg kommun
c:a5220 m2

c:a4 855 m2

c:a 183 m2

c:a 7087 m2

102 st

Tva flerfamiljshus.

Foreningens bostadshus &r belagna i anslutning till varandra sa att en
andamalsenlig samverkan kan ske mellan bostadsrattshavarna.

Det kommer att finnas 40 platser i garage.

som kommer att forvaltas av en samfallighetsférening.
Platserna hyrs ut med separata hyresavtal/sidoavtal.
137 468 000 kr

2582 000 kr

2175 000 kr
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C. Berdknade kostnader for foreningens fastighetsforvarv

Nybyggnads- och forvérvskostnad enligt anbud 324 915 000
Likviditetsreserv 50 000
Summa anskaffningskostnad 324 965 000
D. Finansieringsplan
Specifikation av Ian, beraknade rantekostnader och amorteringar for ar 1, som &r forsta hela kalenderaret
efter fardigstallandedret (vardedret).
Som sakerhet for Ianen lamnas pantbrev med basta ratt i fastigheten.
OBS! Nedan redovisade 1&n och l&nebelopp samt I6ptider och amorteringar &r preliminéra och kan
komma att &ndras.
Belopp Rénta Amortering Summa
kronor procent kronor kronor kronor
Fastighetslannr 1 1a) 22 200 000 2,80% 621 600 155 400 777 000
Fastighetslan nr2 1b) 29 600 000 2,80% 828 800 207 200 1 036 000
Fastighetslan nr 3 1c) 22 200 000 2,80% 621 600 155 400 777 000
Summa fastighetslan 74 000 000
Avdragsratt mervardesskatt 3) 5800 000
Upplatelseavgifter 61291 231
Insatser 183 873 769
Summa finansiering 324 965 000 ---
Rantekostnad och amortering ar 1 2 072 000 518 000 2 590 000

Not 1a) L&nets bindningstid &r 1 &r. Ar 1-16 rak amortering, darefter beréknas lanet vara amorterat efter 50 &r.
Not 1b)  L&nets bindningstid &r 2 &r. Ar 1-16 rak amortering, darefter beréknas lanet vara amorterat efter 50 &r.
Not 1c) Lé&nets bindningstid &r 5 &r. Ar 1-16 rak amortering, darefter beréknas lanet vara amorterat efter 50 &r.
Not 3)  Beraknat retroaktivt momslyft enligt ML 9 kap 8 8. Kostnadskalkylen férutsatter att lokalerna

kommer att hyras ut till mervardesskattepliktig hyresgést under minst 10 ar.

Not Avskrivning for I6pande réakenskapsar sker enligt 100-arig linjar plan. Det innebar att féreningen kommer
att redovisa ett redovisningsmassigt underskott I6pande. Detta paverkar ej medlemmarnas arsavgift i

ekonomisk plan da de beréknas till att ticka lIopande verksamhet enligt sjalvkostnadsprincipen,

se uppstéllning E Beréknade kostnader och intékter.

Avskrivning sker med K2 regelverk.

Avskrivning ar 1 &r beréaknad till 2 046 860 kr.
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E. Beréknade I6pande kostnader och intékter
Kostnader redovisas inkl. moms i férekommande fall

Kapitalkostnader SEK SEK
Réntekostnader 2072 000
Amortering 518 000
Summa kapitalkostnader 2590 000
Driftskostnader
Fastighetsskotsel 241 000
Ekonomisk férvaltning 86 000
Styrelse och revisorer 82 000
Vattenférbrukning gemensam, fast 170 000
Prel. varmvattenforbrukning i bostad 169 925
Uppvarmning gemensam, fast 224 000
Elférbrukning, gemensam, fast 79 000
Prel. elférbrukning i bostad 315575
Matavlasning 18 000
Lépande underhall 17 000
Abonnemang fast avgift Vattenmétare 37 500
Forsakring 39 000
Tv/Tele/Data, grundutbudet 206 550
Auvgift till samfallighetsférening 222572
Hissar 60 000
Driftmarginal 5488
Serviceavtal 6ppningsautomatik 35 000
Summa driftskostnader 2008 610
Driftskostnaderna &r berdknade efter normalférbrukning och normala boendevanor.
Variationer éver aret forekommer, liksom att enskilda poster kan bli bade hogre och lagre.
Ovriga kostnader
Fastighetsskatt for lokaler/garage 47 570
Summa dvriga kostnader 47 570
Avsattningar for fastighetsunderhall SEK SEK
Avséttning | enlighet med féreningens stadgar (minst 30 kr/m2 BOA+LOA). 152 000
Summa avséattningar 152 000
SUMMA BERAKNADE ARLIGA KOSTNADER AR 1 ENLIGT OVAN, KRONOR 4798 180
Intakter fran lopande verksamhet
| enlighet med vad som foreskrivs i foreningens stadgar skall féreningens utgifter, amorteringar
och avsattningar tackas med arsavgifter, som fordelas efter bostadsréatternas insatser.
Insatserna motsvarar lagenheternas relativa bruksvérde.
Intékt per enhet
Intaktsslag Enhet i genomsnitt SEK SEK
Arsavgift bostader exkl. rsavgift for prel. kostnader 4 855 m2 698 kr/m2 ar 3386 993
Arshyra lokaler, inkl drift 1) Vakansgrad 10 %. 183 m2 2000 kr/m2 ar 329 400
Arshyra lokaler, fastighetskatt 2) 25 820
Intékt bilplatser, garage Vakansgrad 10 %. 40 st 792 kr/ménad 342 144
Intékt bilplatser, dppna Vakansgrad 10 %. 4 st 504 kr/méanad 21773
Arsavgift for prel kostnad for varmvattenférbrukning, bostader inkl moms 35 kr/m2 ar 169 925
Arsavgift for prel kostnad fér hushallsel, bostader inkl moms 65 kr/m2 ar 315575
Arsavgift for TV/tele/data (grundutbud), bostéder inkl moms 2 025 kr/igh &r 206 550
SUMMA BERAKNADE ARLIGA INTAKTER, AR 1 4798 180

1) For kommersiell lokal skall hyresgésten, om féreningen registrerar sig for frivillig skattskyldighet for lokalen,
utéver redovisad arshyra ocksa erlagga ett tillagg till &rshyran, som motsvarar mervardesskatten p& arshyran.

2) For kommersiell lokal skall hyresgasten, utéver redovisad hyra, ocksa erlagga ett tillagg till hyran,
som motsvarar den fastighetsskatt som loper pa lokalen.

* Garageanlaggningen forvaltas av en samféllighetsférening, som anlitar ett P-bolag for att skota uthyrningen via separata hyresavtal.
Enligt berakningen for ar 1 sa erlagger kund 1.100 kr/man per p-plats i garage resp 700 kr/man pa éppen p-plats, varav 792 kr/man
resp 504 kr/man per p-plats gar tillbaka till bostadsréattsféreningen fran samfallighetsféreningen for att finansiera kapitalkostnaden.

Eventuellt 6verskott/underskott fordelas till respektive bostadsrattsférening enligt andelstal.
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F. Nyckeltal (SEK)

Anskaffningskostnad kr per m2 BOA 66 934
Anskaffningskostnad kr per m2 BTA 45 854
Insatser och upplatelseavgifter kr per m2 BOA 50 497
Belaning kr per m2 BOA 15 242
Belaning kr per m2 BOA + LOA 14 688
Arsavgift kr per m2 BOA 840 inkl. prel. debitering 100 kr/m2 &r.
Driftskostnader kr per m2 BOA + LOA 399 inkl. prel. debitering 100 kr/m2 ar.
Hyresintakter kr per m2 LOA 2 000
Kassaflode kr per m2 BOA 42
Avsittning till underhallsfond + avskrivningar kr per m2 BOA + LOA 436
Avsattning till underhalisfond + amortering kr per m2 BOA + LOA 133
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G. Lagenhetsredovisning

Tabell G
Arsavgift | Preliminar | Preliminar | Arsavgift| Summa | Mé&nads-

Lop Lgh Lgh |L&genhetsbeskrivning Andels- [ exkl. prel. | &rsavg. for| arsavg. for for ars- avgifter. Insats Upp- Summa
nr nr area m2 |Se Lagenhetsbeteck- tal avgifter. [ hushallsel. |varmvatten.| media. avgifter kr latelse- insats och

BOA |ningar nedan. % kronor kronor 1) [ kronor 2) | kronor 3)| kronor kr avgift, kr uppl.avg, kr
1 | 11-1002 65 3 RKMF 1,2254 41 503 4225 2275 2025 50 028 4169 2253115 841 885 3095 000
2 | 11-1101 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 564 139 2445000
3 | 11-1102 65 3 RKBF 1,2254 41 503 4225 2275 2025 50 028 4169 2253115 891 885 3145 000
4 | 11-1103 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 464 139 2345000
5 | 11-1104 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 359 354 1770 000
6 | 11-1201 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 614 139 2495 000
7 | 11-1202 65 3 RKBF 1,2254 41 503 4225 2275 2025 50 028 4169 2253115 941 885 3195 000
8 | 11-1203 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 514139 2395 000
9 | 11-1204 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 384 354 1795 000
10 | 11-1301 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 714139 2595 000
11 | 11-1302 65 3 RKBF 1,2254 41 503 4225 2275 2025 50 028 4169 2253115 991 885 3245000
12 | 11-1303 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 614 139 2495 000
13 | 11-1304 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 409 354 1820 000
14 | 11-1401 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 764 139 2 645 000
15 | 11-1402 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 1141885 3395 000
16 | 11-1403 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 664 139 2545 000
17 | 11-1404 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 434 354 1845 000
18 | 11-1501 50 2 RKBF 1,0123 34 285 3250 1750 2025 41 310 3443 1861 269 783 731 2 645 000
19 | 12-1503 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 484 354 1895 000
20 | 12-1001 51 2 RKMF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 364 139 2245000
21 | 12-1101 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 359 354 1770 000
22 | 12-1102 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 464 139 2 345000
23 | 12-1103 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 464 139 2345000
24 | 12-1104 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 359 354 1770 000
25 | 12-1201 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 384 354 1795 000
26 | 12-1202 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 514139 2395 000
27 | 12-1203 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 514139 2395 000
28 | 12-1204 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 384 354 1795 000
29 | 12-1301 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410646 409 354 1820 000
30 | 12-1302 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 614 139 2495 000
31| 12-1303 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880861 614 139 2495 000
32 | 12-1304 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 409 354 1820 000
33 | 12-1401 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410646 434 354 1845000
34 | 12-1402 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 664 139 2545000
35 | 12-1403 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880861 664 139 2545 000
36 | 12-1404 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 434 354 1845 000
37 | 12-1501 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410646 484 354 1895 000
38 | 12-1502 50 2 RKBF 1,0123 34 285 3250 1750 2025 41 310 3443 1861 269 783 731 2 645 000
39 | 13-1002 65 3 RKMF 1,2254 41503 4225 2275 2025 50028 4169 2253115 791 885 3045 000
40 | 13-1101 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 359 354 1770 000
41 | 13-1102 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880861 464 139 2 345 000
42 | 13-1103 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 841 885 3095 000
43 | 13-1104 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880861 514 139 2395 000
44 | 13-1201 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 384 354 1795 000
45 | 13-1202 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880861 514 139 2395 000
46 | 13-1203 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 891 885 3145 000
47 | 13-1204 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880861 564 139 2 445 000
48 | 13-1301 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 409 354 1820 000
49 | 13-1302 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 614 139 2495 000
50 | 13-1303 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 941 885 3195 000
51 | 13-1304 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 664 139 2545000
52 | 13-1401 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 434 354 1845 000
53 | 13-1402 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 664 139 2545000
54 | 13-1403 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 1091 885 3345 000
55 | 13-1404 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 714139 2595 000
56 | 13-1501 50 2 RKBF 1,0123 34 285 3250 1750 2025 41 310 3443 1861 269 783 731 2 645 000
57 | 13-1502 55 2 RKBF 1,0655 36 089 3575 1925 2025 43614 3635 1959 230 885770 2845000
58 | 14-1001 30 1 RKMF 0,7459 25263 1950 1050 2025 30 288 2524 1371461 298 539 1670 000
59 | 15-1001 30 1 RKMF 0,7459 25263 1950 1050 2025 30 288 2524 1371461 298 539 1670 000
60 | 21-1001 43 2 RKMF 0,9377 31759 2795 1505 2025 38084 3174 1724123 270877 1995 000
61 | 21-1002 65 3 RKMF 1,2254 41503 4225 2275 2025 50028 4169 2253115 741885 2995 000
62 | 21-1003 32 1 RKMF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 309 354 1720 000
63 | 21-1101 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 564 139 2445000
64 | 21-1102 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 841 885 3095 000
65 | 21-1103 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 464 139 2345000
66 | 21-1104 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 359 354 1770 000
67 | 21-1201 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 614 139 2495 000
68 | 21-1202 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 891 885 3145 000
69 | 21-1203 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 514139 2395 000
70 | 21-1204 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 384 354 1795 000
71| 21-1301 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 714139 2595 000
72 | 21-1302 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 941 885 3195 000
73 | 21-1303 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 614 139 2495 000
74 | 21-1304 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 409 354 1820 000
75 | 21-1401 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 764 139 2 645 000
76 | 21-1402 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 1091 885 3345 000
77 | 21-1403 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 664 139 2545000
78 | 21-1404 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 434 354 1845 000
79 | 21-1501 50 2 RKBF 1,0123 34 285 3250 1750 2025 41 310 3443 1861 269 783731 2 645 000
80 | 21-1502 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 484 354 1895 000
81 | 22-1001 32 1 RKMF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 309 354 1720 000
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G. Lagenhetsredovisning
Tabell G

Arsavgift | Preliminar | Preliminar | Arsavgift| Summa | Mé&nads-
Lop Lgh Lgh |L&genhetsbeskrivning Andels- [ exkl. prel. | &rsavg. for| arsavg. for for ars- avgifter. Insats Upp- Summa
nr nr area m2 |Se Lagenhetsbeteck- tal avgifter. [ hushallsel. |varmvatten.| media. avgifter kr latelse- insats och
BOA |ningar nedan. % kronor kronor 1) [ kronor 2) |kronor 3)| kronor kr avgift, kr uppl.avg, kr
82 | 22-1002 65 3 RKMF 1,2254 41 503 4225 2275 2025 50 028 4169 2253115 791 885 3045 000
83 | 22-1003 43 2 RKMF 0,9377 31759 2795 1505 2025 38084 3174 1724123 270877 1995 000
84 | 22-1101 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 359 354 1770 000
85 | 22-1102 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 464 139 2345000
86 | 22-1103 65 3 RKBF 1,2254 41 503 4225 2275 2025 50 028 4169 2253115 841 885 3095 000
87 | 22-1104 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 514139 2395 000
88 | 22-1201 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 384 354 1795 000
89 | 22-1202 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 514139 2395 000
90 | 22-1203 65 3 RKBF 1,2254 41 503 4225 2275 2025 50 028 4169 2253115 891 885 3145 000
91 | 22-1204 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 564 139 2445 000
92 | 22-1301 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 409 354 1820 000
93 | 22-1302 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 614 139 2495 000
94 | 22-1303 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 941 885 3195 000
95 | 22-1304 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 664 139 2545 000
96 | 22-1401 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 434 354 1845 000
97 | 22-1402 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 664 139 2545 000
98 | 22-1403 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 1091 885 3345 000
99 | 22-1404 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 714139 2595 000
100 | 22-1501 50 2 RKBF 1,0123 34 285 3250 1750 2025 41 310 3443 1861 269 783 731 2 645 000
101 22-1502 55 2 RKBF 1,0655 36 089 3575 1925 2025 43 614 3635 1959 230 885 770 2 845 000
102 | 23-1001 30 1 RKMF 0,7459 25 263 1950 1050 2025 30 288 2524 1371461 298 539 1670 000
SUMMA 4855 SUMMA| 100,0000( 3 386 992 315575 169 925| 206 550| 4 079 042 183873 769| 61 291 231| 245 165 000
Antal LGH 102 Differens 0,0013 0 0 0 -1 0
Vissa Igh typer har forradet inne i Igh och ingér dérmed i boarean.
Métning av lagenheternas area har gjorts pa ritning. Mindre avvikelse av area paverkar inte insats, upplatelseavgfit, andelstal eller arsavgift
1) Preliminar &rsavgift for hushallsel ingar i ovan redovisade &rsavgifter med 65 kr/m2 &r inkl moms. Verklig kostnad regleras enl. uppmatning i efterskott.
2) Preliminér &rsavgift for varmvatten ingar i ovan redovisade &rsavgifter med 35 kr/m2 &r inkl moms. Verklig kostnad regleras enl. uppmatning i efterskott.
3) Preliminar &rsavgift for media ingdr i ovan redovisade arsavgifter med 2025 kr/lgh inkl moms.
Lagenhetsbeteckningar Sammanstallning, Bostéder
RK: Rum och kok. Siffran fére anger antal rum. kronor kr/m2
M: Mark / uteplats, som ingér i bostadsratten. Summa arsavgift 4079 042 840
B: Balkong, F:Forrad som ingdr i bostadsrétten  |Summa insats och uppla gift 245 165 000 50 497
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H. Ekonomisk prognos

Ar 1 2 3 4 5 6 11 16
Ar 1 &r forsta &ret enligt ekonomisk plan 2024 2025 2026 2027 2028 2029 2034 2039
1. RANTEKOSTNADER 2072 000 2 057 496 2042 992 2028 488 2013 984 1999 480 1926 960 1854 440
Lanerantor 2072 000 2 057 496 2042 992 2028 488 2013 984 1999 480 1926 960 1854 440
2. DRIFTSKOSTNADER 2008 610 2048 782 2089 758 2131554 2174185 2217 669 2 448 486 2703327
Driftskostnader 1316 560 1342432 1369 281 1396 667 1424 600 1453 092 1604 331 1771312
Prel. Driftkostnader 692 050 706 350 720 477 734 887 749 585 764 577 844 155 932015
3. OVRIGA KOSTNADER 47 570 48 521 49 492 50 482 51491 52 521 57988 276 393
Fastighetsskatt / fastighetsavgift 47 570 48 521 49 492 50 482 51491 52 521 57988 276 393
4. INTAKTER EXKL ARSAVGIFTER -719 137 -733519 -748 190 -763 153 -778 416 -793 984 -876 622 -967 860
Hyror lokaler, P-platser mm -719 137 -733519 -748 190 -763 153 -778 416 -793 984 -876 622 -967 860
5. AMORTERINGAR / AVSATTNINGAR 670 000 673 040 676 141 679 304 682 530 685 821 703 288 722573
Amorteringar, Ian 518 000 518 000 518 000 518 000 518 000 518 000 518 000 518 000
Avsiéttningar, underhdll 152 000 155 040 158 141 161 304 164 530 167 821 185 288 204 573
6. AVSKRIVNING / BOKFORT RESULTAT
Avskrivningar (arliga) 2 046 860 2 046 860 2 046 860 2 046 860 2 046 860 2046 860 2046 860 2 046 860
Arets bokforingsmassiga resultat -1 376 860 -1 373 820 -1370719 -1 367 556 -1 364 330 -1361 039 -1343572 -1324 287
7. ACKUMULERAT KASSAFLODE 202 000 357 040 515181 676 485 841015 1008 836 1899 650 2883182
PROGNOSFORUTSATTNINGAR
Lanerantor, viktat medel 2,80% 2,80% 2,80% 2,80% 2,80% 2,80% 2,80% 2,80%
Inflation 2,00% 2,00% 2,00% 2,00% 2,00% 2,00% 2,00% 2,00%
Total BOA 4 855 4 855 4 855 4 855 4 855 4 855 4 855 4 855
ARSAVGIFT
| Arsavgifter 4079 043 4 094 320 4110193 4126 675 4143774 4161 507 4 260 100 4588 873|
| Kostnader per m2 BOA 840 843 847 850 854 857 877 945|

Anmarkning:

Nodvéndig nivé pa arsavgiften &r den berdknade niv& som erfordras for att técka foreningens kostnader (exkl avskrivning), amortering och fondavsattning.

Prognosen utgér frén tidigare redovisade férutsattningar och antagande. Ar 1 &r férsta hela kalenderéret efter fardigstallandedret (vérdeéret).

Det &r styrelsen som beslutar om storleken pa &rsavgiften mot bakgrund av dnskad driftmarginal och kénda eller férvantade kostnadsforandringar.

Bostadsrattsforeningen &r befriad fran fastighetsavgift i 15 ar efter vardeéret.
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I. Kénslighetsanalys

Ar 1 2 3 4 5

Ar 1 ar forsta ret enligt ekonomisk plan 2024 2025 2026 2027 2028
Beréknad enligt
ekonomisk prognos
Arsavgifter 4079 043 4094 320 4110193 4126 675 4143 774
Arsavgift i genomsnitt kr/m2 840 843 847 850 854
Beraknad med dkad
laneranta +1 procentenhet
Arsavgifter 4 819 043 4 829 140 4 839 833 4 851 135 4 863 054
Arsavgift i genomsnitt kr/m2 993 995 997 999 1002
Beréknad med okad arlig
inflation +1 procentenhet
Arlig inflation 3,00% 3,00% 3,00% 3,00% 3,00%
Arsavgifter 4079 043 4114 407 4151 369 4189 983 4 230 298
Arsavgift i genomsnitt kr/m2 840 847 855 863 871

2029

4161 507

857

4 875 607

1004

3,00%
4272 368

880

11
2034

4 260 100

877

4 948 300

1019

3,00%
4511 017

929

16
2039

4588 873

945

5251173

1082

3,00%
5014 895

1033

Anmaérkning:  Analysen redovisar hur féréandrad rénteniva respektive férandrad inflation paverkar arsavgiften for
bostader. Alla évriga forutséattningar ar oférandrade. Redovisningen sker i nominella tal och I16pande
penningvarde.

Forandrad rantenivd innebar att medelrantan for foreningens 1&n 6kat med en procentenhet och
av tabellen framgar nddvandig avgiftsniva per &r.

Forandrad inflation innebér att den, i Ekonomisk prognos, redovisade driftkostnaden har

réknats om med utgdngspunkt fran att inflationen har 6kat med en procenhet per ar, fr&n 2,00 % till 3,00 %
Ovriga kostnader och intékter, som redovisas i Ekonomisk prognos férutsétts vara oférandrade.

Av tabellen framgér nédvéndig avgiftsniva per &r.
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INTYG ENLIGT BOSTADSRATTSLAGEN 5 KAP 3 §
P& uppdrag av foreningen har undertecknade granskat kostnadskalkyl uppritrtad 2021-09-01
for bostadsrattsforeningen Logementet, org nr:769637-5653.

Kostnadskalkylen innehéller sdvil kdnda som preliminéra uppgifter vilka stimmer 6verens
med handlingar som varit tillgdngliga for oss. Dessa handlingar framgér av bilaga till intyget.

De i kalkylen limnade uppgifterna &r siledes riktiga och avser berdknad anskaffningskostnad
for bostadsréttsforeningen.

Vi har inte besokt fastigheten men avser kontakta kontrollansvarig i samband med granskning
av ekonomisk plan.

Gjorda berikningar baserade pa savil kdnda som prelimindra uppgifter dr vederhiftiga, varfor
var bedomning dr att kostnadskalkylen framstdr som héllbar.

P4 grund av den fOretagna granskningen anser vi att kostnadskalkylen vilar pd tillforlitliga
grunder.

Bada intygsgivarna har en ansvarsforsékring.

Marie-Ann Widén Johan Widén

Jur kand Civing

BRFexperterna M&J AB BRFexperterna M&J AB
Strandbergsgatan 61 3 Strandbergsgatan 61 ¥

112 51 Stockholm

112 51 Stockholm



Bilaga till granskningsintyg for Brf Logementet

Nedanstidende handlingar har varit tillgéngliga vid granskningen:

Foreningens stadgar

Registreringsbevis Brf

Anbud totalentreprenad och fastighetsforvérv med bilagor
Kreditoffert

Registreringsbevis Bonava Kviberg 3 AB
Registreringsbevis Bonava Kviberg 1 AB
Kopebrev Andel 1/998 Géteborg Kviberg 28:5
Fastighetsutdrag

Berdkning taxeringsvérde

Bekriftelse BTA

Bekriftelse LOA A-49-5-0003

Berdkning investeringsmoms

Beddmd hyresniva lokaler fran Real Estate Advisor
Budget 2023 for Kvibergs samfallighetsforening
Berdkning av intdkter garage och 6ppna p-platser
Bygglov

2021-01-11
2021-01-11
2021-09-01
2021-08-31
2021-06-30
2021-06-30
2021-06-30
2021-08-31
2021-09-03
2020-11-20
2020-11-20
2019-01-15
2020-11-23
2021-06-15
odaterad

2021-06-09
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ORG.NR: 769637-5653

Kostnadskalkyl for

Bostadsrattsforeningen
Logementet
GOteborg kommun, Vastra Gotalands lan

Denna kostnadskalkyl har upprattats med féljande huvudrubriker:

Allmanna forutsattningar

Beskrivning av fastigheten

Berdknade kostnader for foreningens fastighetsforvarv
Finansieringsplan

Berdknade lI6pande kostnader och intakter

Nyckeltal

Lagenhetsredovisning

Ekonomisk prognos

Kénslighetsanalys

~IOTMMUO®»

Digitalt signerad

Bostadsrattsforeningen Logementet

Inger Holmberg Per Bentley Christina Ang





A. Allmanna forutsattningar

Bostadsrattsfoéreningen Logementet, som registrerats av Bolagsverket den 27 maj 2019, (namn och séte andrat den 11
januari 2021) har till andamal att framja medlemmarnas ekonomiska intressen genom att i féreningens hus upplata
bostadslagenheter, lokaler och mark med nyttjanderatt utan tidsbegransning.

Under hosten 2021 kommer bostadsrattsforeningen, pa fastigheten Kviberg 28:5, Goteborgs kommun, att pabdérja byggandet
av tva flerbostadshus med 102 st. bostadslagenheter samt 4 lokaler.

Styrelsen avser enligt tecknat anbud, att teckna entrepenadkontrakt med Bonava Sverige AB, om att till fast pris genomféra
féreningens byggnation.

For att kunna traffa férhandsavtal i enlighet med vad som stadgas i 5 kap 3§ Bostadsrattslagen har styrelsen upprattat
foljande kostnadskalkyl for féreningens framtida verksamhet.

Berakningen av foreningens arliga kapital- och driftskostnader grundar sig pa vid tiden for kalkylens upprattande kéanda och
bedomda forhallanden.

Forhandsavtal kommer att ersattas av ett upplatelseavtal, baserad pa en ekonomisk plan som kommer att upprattas av
styrelsen fore inflyttning.
Bonava Sverige AB &ger ratt att kostnadsfritt aterkalla anbudet om de beslutar att inte genomfdra projektet.

Fastigheten Kviberg 28:5, Goteborgs kommun forvarvas frdn Bonava Kviberg 1 AB.

Kostnadskalkylen &r upprattad 2021-09-01
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B. Beskrivning av fastigheten
Fastighetsbeteckning
Fastighetsareal

Boarea

Lokalyta

Byggtotalyta (BTA)

Antal bostadslagenheter

Byggnadens utformning

Bilplats

Prel. taxeringsvarde bostader

Prel. taxeringsvéarde lokaler

Prel. taxeringsvarde garage

Kviberg 28:5, Géteborg kommun
c:a5220 m2

c:a4 855 m2

c:a 183 m2

c:a 7087 m2

102 st

Tva flerfamiljshus.

Foreningens bostadshus &r belagna i anslutning till varandra sa att en
andamalsenlig samverkan kan ske mellan bostadsrattshavarna.

Det kommer att finnas 40 platser i garage.

som kommer att forvaltas av en samfallighetsférening.
Platserna hyrs ut med separata hyresavtal/sidoavtal.
137 468 000 kr

2582 000 kr

2175 000 kr
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C. Berdknade kostnader for foreningens fastighetsforvarv

Nybyggnads- och forvérvskostnad enligt anbud 324 915 000
Likviditetsreserv 50 000
Summa anskaffningskostnad 324 965 000
D. Finansieringsplan
Specifikation av Ian, beraknade rantekostnader och amorteringar for ar 1, som &r forsta hela kalenderaret
efter fardigstallandedret (vardedret).
Som sakerhet for Ianen lamnas pantbrev med basta ratt i fastigheten.
OBS! Nedan redovisade 1&n och l&nebelopp samt I6ptider och amorteringar &r preliminéra och kan
komma att &ndras.
Belopp Rénta Amortering Summa
kronor procent kronor kronor kronor
Fastighetslannr 1 1a) 22 200 000 2,80% 621 600 155 400 777 000
Fastighetslan nr2 1b) 29 600 000 2,80% 828 800 207 200 1 036 000
Fastighetslan nr 3 1c) 22 200 000 2,80% 621 600 155 400 777 000
Summa fastighetslan 74 000 000
Avdragsratt mervardesskatt 3) 5800 000
Upplatelseavgifter 61291 231
Insatser 183 873 769
Summa finansiering 324 965 000 ---
Rantekostnad och amortering ar 1 2 072 000 518 000 2 590 000

Not 1a) L&nets bindningstid &r 1 &r. Ar 1-16 rak amortering, darefter beréknas lanet vara amorterat efter 50 &r.
Not 1b)  L&nets bindningstid &r 2 &r. Ar 1-16 rak amortering, darefter beréknas lanet vara amorterat efter 50 &r.
Not 1c) Lé&nets bindningstid &r 5 &r. Ar 1-16 rak amortering, darefter beréknas lanet vara amorterat efter 50 &r.
Not 3)  Beraknat retroaktivt momslyft enligt ML 9 kap 8 8. Kostnadskalkylen férutsatter att lokalerna

kommer att hyras ut till mervardesskattepliktig hyresgést under minst 10 ar.

Not Avskrivning for I6pande réakenskapsar sker enligt 100-arig linjar plan. Det innebar att féreningen kommer
att redovisa ett redovisningsmassigt underskott I6pande. Detta paverkar ej medlemmarnas arsavgift i

ekonomisk plan da de beréknas till att ticka lIopande verksamhet enligt sjalvkostnadsprincipen,

se uppstéllning E Beréknade kostnader och intékter.

Avskrivning sker med K2 regelverk.

Avskrivning ar 1 &r beréaknad till 2 046 860 kr.
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E. Beréknade I6pande kostnader och intékter
Kostnader redovisas inkl. moms i férekommande fall

Kapitalkostnader SEK SEK
Réntekostnader 2072 000
Amortering 518 000
Summa kapitalkostnader 2590 000
Driftskostnader
Fastighetsskotsel 241 000
Ekonomisk férvaltning 86 000
Styrelse och revisorer 82 000
Vattenférbrukning gemensam, fast 170 000
Prel. varmvattenforbrukning i bostad 169 925
Uppvarmning gemensam, fast 224 000
Elférbrukning, gemensam, fast 79 000
Prel. elférbrukning i bostad 315575
Matavlasning 18 000
Lépande underhall 17 000
Abonnemang fast avgift Vattenmétare 37 500
Forsakring 39 000
Tv/Tele/Data, grundutbudet 206 550
Auvgift till samfallighetsférening 222572
Hissar 60 000
Driftmarginal 5488
Serviceavtal 6ppningsautomatik 35 000
Summa driftskostnader 2008 610
Driftskostnaderna &r berdknade efter normalférbrukning och normala boendevanor.
Variationer éver aret forekommer, liksom att enskilda poster kan bli bade hogre och lagre.
Ovriga kostnader
Fastighetsskatt for lokaler/garage 47 570
Summa dvriga kostnader 47 570
Avsattningar for fastighetsunderhall SEK SEK
Avséttning | enlighet med féreningens stadgar (minst 30 kr/m2 BOA+LOA). 152 000
Summa avséattningar 152 000
SUMMA BERAKNADE ARLIGA KOSTNADER AR 1 ENLIGT OVAN, KRONOR 4798 180
Intakter fran lopande verksamhet
| enlighet med vad som foreskrivs i foreningens stadgar skall féreningens utgifter, amorteringar
och avsattningar tackas med arsavgifter, som fordelas efter bostadsréatternas insatser.
Insatserna motsvarar lagenheternas relativa bruksvérde.
Intékt per enhet
Intaktsslag Enhet i genomsnitt SEK SEK
Arsavgift bostader exkl. rsavgift for prel. kostnader 4 855 m2 698 kr/m2 ar 3386 993
Arshyra lokaler, inkl drift 1) Vakansgrad 10 %. 183 m2 2000 kr/m2 ar 329 400
Arshyra lokaler, fastighetskatt 2) 25 820
Intékt bilplatser, garage Vakansgrad 10 %. 40 st 792 kr/ménad 342 144
Intékt bilplatser, dppna Vakansgrad 10 %. 4 st 504 kr/méanad 21773
Arsavgift for prel kostnad for varmvattenférbrukning, bostader inkl moms 35 kr/m2 ar 169 925
Arsavgift for prel kostnad fér hushallsel, bostader inkl moms 65 kr/m2 ar 315575
Arsavgift for TV/tele/data (grundutbud), bostéder inkl moms 2 025 kr/igh &r 206 550
SUMMA BERAKNADE ARLIGA INTAKTER, AR 1 4798 180

1) For kommersiell lokal skall hyresgésten, om féreningen registrerar sig for frivillig skattskyldighet for lokalen,
utéver redovisad arshyra ocksa erlagga ett tillagg till &rshyran, som motsvarar mervardesskatten p& arshyran.

2) For kommersiell lokal skall hyresgasten, utéver redovisad hyra, ocksa erlagga ett tillagg till hyran,
som motsvarar den fastighetsskatt som loper pa lokalen.

* Garageanlaggningen forvaltas av en samféllighetsférening, som anlitar ett P-bolag for att skota uthyrningen via separata hyresavtal.
Enligt berakningen for ar 1 sa erlagger kund 1.100 kr/man per p-plats i garage resp 700 kr/man pa éppen p-plats, varav 792 kr/man
resp 504 kr/man per p-plats gar tillbaka till bostadsréattsféreningen fran samfallighetsféreningen for att finansiera kapitalkostnaden.

Eventuellt 6verskott/underskott fordelas till respektive bostadsrattsférening enligt andelstal.
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F. Nyckeltal (SEK)

Anskaffningskostnad kr per m2 BOA 66 934
Anskaffningskostnad kr per m2 BTA 45 854
Insatser och upplatelseavgifter kr per m2 BOA 50 497
Belaning kr per m2 BOA 15 242
Belaning kr per m2 BOA + LOA 14 688
Arsavgift kr per m2 BOA 840 inkl. prel. debitering 100 kr/m2 &r.
Driftskostnader kr per m2 BOA + LOA 399 inkl. prel. debitering 100 kr/m2 ar.
Hyresintakter kr per m2 LOA 2 000
Kassaflode kr per m2 BOA 42
Avsittning till underhallsfond + avskrivningar kr per m2 BOA + LOA 436
Avsattning till underhalisfond + amortering kr per m2 BOA + LOA 133
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G. Lagenhetsredovisning

Tabell G
Arsavgift | Preliminar | Preliminar | Arsavgift| Summa | Mé&nads-

Lop Lgh Lgh |L&genhetsbeskrivning Andels- [ exkl. prel. | &rsavg. for| arsavg. for for ars- avgifter. Insats Upp- Summa
nr nr area m2 |Se Lagenhetsbeteck- tal avgifter. [ hushallsel. |varmvatten.| media. avgifter kr latelse- insats och

BOA |ningar nedan. % kronor kronor 1) [ kronor 2) | kronor 3)| kronor kr avgift, kr uppl.avg, kr
1 | 11-1002 65 3 RKMF 1,2254 41 503 4225 2275 2025 50 028 4169 2253115 841 885 3095 000
2 | 11-1101 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 564 139 2445000
3 | 11-1102 65 3 RKBF 1,2254 41 503 4225 2275 2025 50 028 4169 2253115 891 885 3145 000
4 | 11-1103 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 464 139 2345000
5 | 11-1104 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 359 354 1770 000
6 | 11-1201 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 614 139 2495 000
7 | 11-1202 65 3 RKBF 1,2254 41 503 4225 2275 2025 50 028 4169 2253115 941 885 3195 000
8 | 11-1203 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 514139 2395 000
9 | 11-1204 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 384 354 1795 000
10 | 11-1301 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 714139 2595 000
11 | 11-1302 65 3 RKBF 1,2254 41 503 4225 2275 2025 50 028 4169 2253115 991 885 3245000
12 | 11-1303 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 614 139 2495 000
13 | 11-1304 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 409 354 1820 000
14 | 11-1401 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 764 139 2 645 000
15 | 11-1402 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 1141885 3395 000
16 | 11-1403 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 664 139 2545 000
17 | 11-1404 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 434 354 1845 000
18 | 11-1501 50 2 RKBF 1,0123 34 285 3250 1750 2025 41 310 3443 1861 269 783 731 2 645 000
19 | 12-1503 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 484 354 1895 000
20 | 12-1001 51 2 RKMF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 364 139 2245000
21 | 12-1101 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 359 354 1770 000
22 | 12-1102 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 464 139 2 345000
23 | 12-1103 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 464 139 2345000
24 | 12-1104 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 359 354 1770 000
25 | 12-1201 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 384 354 1795 000
26 | 12-1202 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 514139 2395 000
27 | 12-1203 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 514139 2395 000
28 | 12-1204 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 384 354 1795 000
29 | 12-1301 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410646 409 354 1820 000
30 | 12-1302 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 614 139 2495 000
31| 12-1303 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880861 614 139 2495 000
32 | 12-1304 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 409 354 1820 000
33 | 12-1401 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410646 434 354 1845000
34 | 12-1402 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 664 139 2545000
35 | 12-1403 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880861 664 139 2545 000
36 | 12-1404 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 434 354 1845 000
37 | 12-1501 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410646 484 354 1895 000
38 | 12-1502 50 2 RKBF 1,0123 34 285 3250 1750 2025 41 310 3443 1861 269 783 731 2 645 000
39 | 13-1002 65 3 RKMF 1,2254 41503 4225 2275 2025 50028 4169 2253115 791 885 3045 000
40 | 13-1101 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 359 354 1770 000
41 | 13-1102 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880861 464 139 2 345 000
42 | 13-1103 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 841 885 3095 000
43 | 13-1104 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880861 514 139 2395 000
44 | 13-1201 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 384 354 1795 000
45 | 13-1202 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880861 514 139 2395 000
46 | 13-1203 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 891 885 3145 000
47 | 13-1204 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880861 564 139 2 445 000
48 | 13-1301 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 409 354 1820 000
49 | 13-1302 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 614 139 2495 000
50 | 13-1303 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 941 885 3195 000
51 | 13-1304 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 664 139 2545000
52 | 13-1401 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 434 354 1845 000
53 | 13-1402 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 664 139 2545000
54 | 13-1403 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 1091 885 3345 000
55 | 13-1404 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 714139 2595 000
56 | 13-1501 50 2 RKBF 1,0123 34 285 3250 1750 2025 41 310 3443 1861 269 783 731 2 645 000
57 | 13-1502 55 2 RKBF 1,0655 36 089 3575 1925 2025 43614 3635 1959 230 885770 2845000
58 | 14-1001 30 1 RKMF 0,7459 25263 1950 1050 2025 30 288 2524 1371461 298 539 1670 000
59 | 15-1001 30 1 RKMF 0,7459 25263 1950 1050 2025 30 288 2524 1371461 298 539 1670 000
60 | 21-1001 43 2 RKMF 0,9377 31759 2795 1505 2025 38084 3174 1724123 270877 1995 000
61 | 21-1002 65 3 RKMF 1,2254 41503 4225 2275 2025 50028 4169 2253115 741885 2995 000
62 | 21-1003 32 1 RKMF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 309 354 1720 000
63 | 21-1101 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 564 139 2445000
64 | 21-1102 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 841 885 3095 000
65 | 21-1103 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 464 139 2345000
66 | 21-1104 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 359 354 1770 000
67 | 21-1201 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 614 139 2495 000
68 | 21-1202 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 891 885 3145 000
69 | 21-1203 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 514139 2395 000
70 | 21-1204 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 384 354 1795 000
71| 21-1301 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 714139 2595 000
72 | 21-1302 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 941 885 3195 000
73 | 21-1303 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 614 139 2495 000
74 | 21-1304 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 409 354 1820 000
75 | 21-1401 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 764 139 2 645 000
76 | 21-1402 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 1091 885 3345 000
77 | 21-1403 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 664 139 2545000
78 | 21-1404 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 434 354 1845 000
79 | 21-1501 50 2 RKBF 1,0123 34 285 3250 1750 2025 41 310 3443 1861 269 783731 2 645 000
80 | 21-1502 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 484 354 1895 000
81 | 22-1001 32 1 RKMF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 309 354 1720 000
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G. Lagenhetsredovisning
Tabell G

Arsavgift | Preliminar | Preliminar | Arsavgift| Summa | Mé&nads-
Lop Lgh Lgh |L&genhetsbeskrivning Andels- [ exkl. prel. | &rsavg. for| arsavg. for for ars- avgifter. Insats Upp- Summa
nr nr area m2 |Se Lagenhetsbeteck- tal avgifter. [ hushallsel. |varmvatten.| media. avgifter kr latelse- insats och
BOA |ningar nedan. % kronor kronor 1) [ kronor 2) |kronor 3)| kronor kr avgift, kr uppl.avg, kr
82 | 22-1002 65 3 RKMF 1,2254 41 503 4225 2275 2025 50 028 4169 2253115 791 885 3045 000
83 | 22-1003 43 2 RKMF 0,9377 31759 2795 1505 2025 38084 3174 1724123 270877 1995 000
84 | 22-1101 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 359 354 1770 000
85 | 22-1102 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 464 139 2345000
86 | 22-1103 65 3 RKBF 1,2254 41 503 4225 2275 2025 50 028 4169 2253115 841 885 3095 000
87 | 22-1104 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 514139 2395 000
88 | 22-1201 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 384 354 1795 000
89 | 22-1202 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 514139 2395 000
90 | 22-1203 65 3 RKBF 1,2254 41 503 4225 2275 2025 50 028 4169 2253115 891 885 3145 000
91 | 22-1204 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 564 139 2445 000
92 | 22-1301 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 409 354 1820 000
93 | 22-1302 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 614 139 2495 000
94 | 22-1303 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 941 885 3195 000
95 | 22-1304 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 664 139 2545 000
96 | 22-1401 32 1 RKBF 0,7672 25984 2080 1120 2025 31209 2601 1410 646 434 354 1845 000
97 | 22-1402 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 664 139 2545 000
98 | 22-1403 65 3 RKBF 1,2254 41 503 4225 2275 2025 50028 4169 2253115 1091 885 3345 000
99 | 22-1404 51 2 RKBF 1,0229 34 646 3315 1785 2025 41771 3481 1880 861 714139 2595 000
100 | 22-1501 50 2 RKBF 1,0123 34 285 3250 1750 2025 41 310 3443 1861 269 783 731 2 645 000
101 22-1502 55 2 RKBF 1,0655 36 089 3575 1925 2025 43 614 3635 1959 230 885 770 2 845 000
102 | 23-1001 30 1 RKMF 0,7459 25 263 1950 1050 2025 30 288 2524 1371461 298 539 1670 000
SUMMA 4855 SUMMA| 100,0000( 3 386 992 315575 169 925| 206 550| 4 079 042 183873 769| 61 291 231| 245 165 000
Antal LGH 102 Differens 0,0013 0 0 0 -1 0
Vissa Igh typer har forradet inne i Igh och ingér dérmed i boarean.
Métning av lagenheternas area har gjorts pa ritning. Mindre avvikelse av area paverkar inte insats, upplatelseavgfit, andelstal eller arsavgift
1) Preliminar &rsavgift for hushallsel ingar i ovan redovisade &rsavgifter med 65 kr/m2 &r inkl moms. Verklig kostnad regleras enl. uppmatning i efterskott.
2) Preliminér &rsavgift for varmvatten ingar i ovan redovisade &rsavgifter med 35 kr/m2 &r inkl moms. Verklig kostnad regleras enl. uppmatning i efterskott.
3) Preliminar &rsavgift for media ingdr i ovan redovisade arsavgifter med 2025 kr/lgh inkl moms.
Lagenhetsbeteckningar Sammanstallning, Bostéder
RK: Rum och kok. Siffran fére anger antal rum. kronor kr/m2
M: Mark / uteplats, som ingér i bostadsratten. Summa arsavgift 4079 042 840
B: Balkong, F:Forrad som ingdr i bostadsrétten  |Summa insats och uppla gift 245 165 000 50 497
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H. Ekonomisk prognos

Ar 1 2 3 4 5 6 11 16
Ar 1 &r forsta &ret enligt ekonomisk plan 2024 2025 2026 2027 2028 2029 2034 2039
1. RANTEKOSTNADER 2072 000 2 057 496 2042 992 2028 488 2013 984 1999 480 1926 960 1854 440
Lanerantor 2072 000 2 057 496 2042 992 2028 488 2013 984 1999 480 1926 960 1854 440
2. DRIFTSKOSTNADER 2008 610 2048 782 2089 758 2131554 2174185 2217 669 2 448 486 2703327
Driftskostnader 1316 560 1342432 1369 281 1396 667 1424 600 1453 092 1604 331 1771312
Prel. Driftkostnader 692 050 706 350 720 477 734 887 749 585 764 577 844 155 932015
3. OVRIGA KOSTNADER 47 570 48 521 49 492 50 482 51491 52 521 57988 276 393
Fastighetsskatt / fastighetsavgift 47 570 48 521 49 492 50 482 51491 52 521 57988 276 393
4. INTAKTER EXKL ARSAVGIFTER -719 137 -733519 -748 190 -763 153 -778 416 -793 984 -876 622 -967 860
Hyror lokaler, P-platser mm -719 137 -733519 -748 190 -763 153 -778 416 -793 984 -876 622 -967 860
5. AMORTERINGAR / AVSATTNINGAR 670 000 673 040 676 141 679 304 682 530 685 821 703 288 722573
Amorteringar, Ian 518 000 518 000 518 000 518 000 518 000 518 000 518 000 518 000
Avsiéttningar, underhdll 152 000 155 040 158 141 161 304 164 530 167 821 185 288 204 573
6. AVSKRIVNING / BOKFORT RESULTAT
Avskrivningar (arliga) 2 046 860 2 046 860 2 046 860 2 046 860 2 046 860 2046 860 2046 860 2 046 860
Arets bokforingsmassiga resultat -1 376 860 -1 373 820 -1370719 -1 367 556 -1 364 330 -1361 039 -1343572 -1324 287
7. ACKUMULERAT KASSAFLODE 202 000 357 040 515181 676 485 841015 1008 836 1899 650 2883182
PROGNOSFORUTSATTNINGAR
Lanerantor, viktat medel 2,80% 2,80% 2,80% 2,80% 2,80% 2,80% 2,80% 2,80%
Inflation 2,00% 2,00% 2,00% 2,00% 2,00% 2,00% 2,00% 2,00%
Total BOA 4 855 4 855 4 855 4 855 4 855 4 855 4 855 4 855
ARSAVGIFT
| Arsavgifter 4079 043 4 094 320 4110193 4126 675 4143774 4161 507 4 260 100 4588 873|
| Kostnader per m2 BOA 840 843 847 850 854 857 877 945|

Anmarkning:

Nodvéndig nivé pa arsavgiften &r den berdknade niv& som erfordras for att técka foreningens kostnader (exkl avskrivning), amortering och fondavsattning.

Prognosen utgér frén tidigare redovisade férutsattningar och antagande. Ar 1 &r férsta hela kalenderéret efter fardigstallandedret (vérdeéret).

Det &r styrelsen som beslutar om storleken pa &rsavgiften mot bakgrund av dnskad driftmarginal och kénda eller férvantade kostnadsforandringar.

Bostadsrattsforeningen &r befriad fran fastighetsavgift i 15 ar efter vardeéret.
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I. Kénslighetsanalys

Ar 1 2 3 4 5

Ar 1 ar forsta ret enligt ekonomisk plan 2024 2025 2026 2027 2028
Beréknad enligt
ekonomisk prognos
Arsavgifter 4079 043 4094 320 4110193 4126 675 4143 774
Arsavgift i genomsnitt kr/m2 840 843 847 850 854
Beraknad med dkad
laneranta +1 procentenhet
Arsavgifter 4 819 043 4 829 140 4 839 833 4 851 135 4 863 054
Arsavgift i genomsnitt kr/m2 993 995 997 999 1002
Beréknad med okad arlig
inflation +1 procentenhet
Arlig inflation 3,00% 3,00% 3,00% 3,00% 3,00%
Arsavgifter 4079 043 4114 407 4151 369 4189 983 4 230 298
Arsavgift i genomsnitt kr/m2 840 847 855 863 871

2029

4161 507

857

4 875 607

1004

3,00%
4272 368

880

11
2034

4 260 100

877

4 948 300

1019

3,00%
4511 017

929

16
2039

4588 873

945

5251173

1082

3,00%
5014 895

1033

Anmaérkning:  Analysen redovisar hur féréandrad rénteniva respektive férandrad inflation paverkar arsavgiften for
bostader. Alla évriga forutséattningar ar oférandrade. Redovisningen sker i nominella tal och I16pande
penningvarde.

Forandrad rantenivd innebar att medelrantan for foreningens 1&n 6kat med en procentenhet och
av tabellen framgar nddvandig avgiftsniva per &r.

Forandrad inflation innebér att den, i Ekonomisk prognos, redovisade driftkostnaden har

réknats om med utgdngspunkt fran att inflationen har 6kat med en procenhet per ar, fr&n 2,00 % till 3,00 %
Ovriga kostnader och intékter, som redovisas i Ekonomisk prognos férutsétts vara oférandrade.

Av tabellen framgér nédvéndig avgiftsniva per &r.
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INTYG ENLIGT BOSTADSRATTSLAGEN 5 KAP 3 §
P& uppdrag av foreningen har undertecknade granskat kostnadskalkyl uppritrtad 2021-09-01
for bostadsrattsforeningen Logementet, org nr:769637-5653.

Kostnadskalkylen innehéller sdvil kdnda som preliminéra uppgifter vilka stimmer 6verens
med handlingar som varit tillgdngliga for oss. Dessa handlingar framgér av bilaga till intyget.

De i kalkylen limnade uppgifterna &r siledes riktiga och avser berdknad anskaffningskostnad
for bostadsréttsforeningen.

Vi har inte besokt fastigheten men avser kontakta kontrollansvarig i samband med granskning
av ekonomisk plan.

Gjorda berikningar baserade pa savil kdnda som prelimindra uppgifter dr vederhiftiga, varfor
var bedomning dr att kostnadskalkylen framstdr som héllbar.

P4 grund av den fOretagna granskningen anser vi att kostnadskalkylen vilar pd tillforlitliga
grunder.

Bada intygsgivarna har en ansvarsforsékring.

Marie-Ann Widén Johan Widén

Jur kand Civing

BRFexperterna M&J AB BRFexperterna M&J AB
Strandbergsgatan 61 3 Strandbergsgatan 61 ¥

112 51 Stockholm 112 51 Stockholm





Bilaga till granskningsintyg for Brf Logementet

Nedanstidende handlingar har varit tillgéngliga vid granskningen:

Foreningens stadgar

Registreringsbevis Brf

Anbud totalentreprenad och fastighetsforvérv med bilagor
Kreditoffert

Registreringsbevis Bonava Kviberg 3 AB
Registreringsbevis Bonava Kviberg 1 AB
Kopebrev Andel 1/998 Géteborg Kviberg 28:5
Fastighetsutdrag

Berdkning taxeringsvérde

Bekriftelse BTA

Bekriftelse LOA A-49-5-0003

Berdkning investeringsmoms

Beddmd hyresniva lokaler fran Real Estate Advisor
Budget 2023 for Kvibergs samfallighetsforening
Berdkning av intdkter garage och 6ppna p-platser
Bygglov

2021-01-11
2021-01-11
2021-09-01
2021-08-31
2021-06-30
2021-06-30
2021-06-30
2021-08-31
2021-09-03
2020-11-20
2020-11-20
2019-01-15
2020-11-23
2021-06-15
odaterad

2021-06-09






[ {
  "agreementId" : "3c726fc0-1537-11ec-8e4d-a933d1a4b2b6",
  "agreementName" : "Kostnadskalkyl Brf Logementet",
  "agreementVersion" : "1.13",
  "agreementFiles" : [ {
    "fileName" : "Kostnadskalkyl.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "304154",
    "fileHash" : "51bfd1a3359d9d469d933b1743d445798f7d3b8a0e14cd512d74a5e9e692b706",
    "fileId" : "4dd40d50-1537-11ec-9bff-c3cc8375e0b5"
  }, {
    "fileName" : "Intyg.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "60246",
    "fileHash" : "1776ba973b8b0957d518a70ad32cbb6ef22645733e2fbc99d72e679c9434274e",
    "fileId" : "5457fd80-1537-11ec-ad9f-671c6e038934"
  } ],
  "signees" : [ {
    "personName" : "Inger Holmberg",
    "personSurname" : "Holmberg",
    "personGivenName" : "Inger",
    "email" : "inger.holmberg@newsec.se"
  }, {
    "personName" : "Per Bentley",
    "personSurname" : "Bentley",
    "personGivenName" : "Per",
    "email" : "per.bentley@live.se"
  }, {
    "personName" : "Christina Äng",
    "personSurname" : "Äng",
    "personGivenName" : "Christina",
    "email" : "christina.ang@telia.com"
  }, {
    "personName" : "Marie-Ann Widen",
    "personSurname" : "Widen",
    "personGivenName" : "Marie-Ann",
    "email" : "mw@brfexperten.se"
  }, {
    "personName" : "Johan Widen",
    "personSurname" : "Widen",
    "personGivenName" : "Johan",
    "email" : "jw@brfexperten.se"
  } ],
  "time" : "2021-09-14T10:42:46.000+0200",
  "type" : "company_web",
  "user" : {
    "personName" : "Jeanette Sundvall",
    "orgName" : "Bonava Sverige AB",
    "ipAddress" : "82.209.128.218",
    "orgNr" : "5567264121",
    "email" : "jeanette.sundvall@bonava.com"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "bc106b60-1537-11ec-ab02-c3927de00e00"
}, {
  "id" : "c310de90-1537-11ec-ab02-c3927de00e00",
  "time" : "2021-09-14T10:42:58.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "jeanette.sundvall@bonava.com"
  }, {
    "email" : "inger.holmberg@newsec.se"
  }, {
    "email" : "per.bentley@live.se"
  }, {
    "email" : "christina.ang@telia.com"
  } ]
}, {
  "id" : "237a2030-153c-11ec-bc61-51961173bd66",
  "time" : "2021-09-14T11:14:17.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.65.166.119"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Inger Holmberg",
    "personSurname" : "Holmberg",
    "personGivenName" : "Inger",
    "email" : "inger.holmberg@newsec.se"
  }
}, {
  "id" : "ec123230-1582-11ec-8e4d-a933d1a4b2b6",
  "time" : "2021-09-14T19:40:59.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.67.129.206"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Per Bentley",
    "personSurname" : "Bentley",
    "personGivenName" : "Per",
    "email" : "per.bentley@live.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Per Bentley",
    "personSurname" : "Bentley",
    "personGivenName" : "Per",
    "email" : "per.bentley@live.se"
  },
  "signingMetadata" : {
    "personNr" : "195906155535",
    "personSurname" : "Bentley",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "18687240-1583-11ec-9df9-e918e37dbfe7",
    "personGivenName" : "Per",
    "startDate" : "2021-09-14T17:42:14.010+0000",
    "transactionId" : "0584270f6aaea2ae"
  },
  "time" : "2021-09-14T19:42:39.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.67.129.206"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "279db9f0-1583-11ec-bc61-51961173bd66"
}, {
  "id" : "285aa150-1583-11ec-bc61-51961173bd66",
  "time" : "2021-09-14T19:42:40.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "jeanette.sundvall@bonava.com"
  } ]
}, {
  "id" : "9c86bd80-1591-11ec-8e4d-a933d1a4b2b6",
  "time" : "2021-09-14T21:26:08.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.229.203.69"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Christina Äng",
    "personSurname" : "Äng",
    "personGivenName" : "Christina",
    "email" : "christina.ang@telia.com"
  }
}, {
  "id" : "38988190-1592-11ec-8e4d-a933d1a4b2b6",
  "time" : "2021-09-14T21:30:30.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.229.203.69"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Christina Äng",
    "personSurname" : "Äng",
    "personGivenName" : "Christina",
    "email" : "christina.ang@telia.com"
  }
}, {
  "id" : "7093b6a0-1592-11ec-9769-87a5ad4724cc",
  "time" : "2021-09-14T21:32:03.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.229.203.69"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Christina Äng",
    "personSurname" : "Äng",
    "personGivenName" : "Christina",
    "email" : "christina.ang@telia.com"
  }
}, {
  "id" : "c7e719f0-1593-11ec-ab02-c3927de00e00",
  "time" : "2021-09-14T21:41:39.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.229.203.69"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Christina Äng",
    "personSurname" : "Äng",
    "personGivenName" : "Christina",
    "email" : "christina.ang@telia.com"
  }
}, {
  "id" : "4a549bc0-1601-11ec-bc61-51961173bd66",
  "time" : "2021-09-15T10:45:33.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.229.203.69"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Christina Äng",
    "personSurname" : "Äng",
    "personGivenName" : "Christina",
    "email" : "christina.ang@telia.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Christina Äng",
    "personSurname" : "Äng",
    "personGivenName" : "Christina",
    "email" : "christina.ang@telia.com"
  },
  "signingMetadata" : {
    "personNr" : "195702205583",
    "personSurname" : "ÄNG",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "8dab9260-1602-11ec-bc61-51961173bd66",
    "personGivenName" : "CHRISTINA",
    "startDate" : "2021-09-15T08:54:36.829+0000",
    "transactionId" : "1b0074f4ee3e59b4"
  },
  "time" : "2021-09-15T10:55:37.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.229.203.69"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "b248e4b0-1602-11ec-ab02-99026ecba18e"
}, {
  "id" : "b3325a50-1602-11ec-ab02-99026ecba18e",
  "time" : "2021-09-15T10:55:39.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "jeanette.sundvall@bonava.com"
  } ]
}, {
  "id" : "4f1d73d0-1614-11ec-ab02-99026ecba18e",
  "time" : "2021-09-15T13:01:42.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "195.67.79.2"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Inger Holmberg",
    "personSurname" : "Holmberg",
    "personGivenName" : "Inger",
    "email" : "inger.holmberg@newsec.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Inger Holmberg",
    "personSurname" : "Holmberg",
    "personGivenName" : "Inger",
    "email" : "inger.holmberg@newsec.se"
  },
  "signingMetadata" : {
    "personNr" : "195710185082",
    "personSurname" : "HOLMBERG",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "527aa890-1614-11ec-bc61-51961173bd66",
    "personGivenName" : "INGER ELISABETH",
    "startDate" : "2021-09-15T11:01:48.464+0000",
    "transactionId" : "6d5fd82eb23c7a85"
  },
  "time" : "2021-09-15T13:02:07.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "195.67.79.2"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "5e352160-1614-11ec-ab02-c3927de00e00"
}, {
  "id" : "5fdf7600-1614-11ec-ab02-c3927de00e00",
  "time" : "2021-09-15T13:02:10.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "jeanette.sundvall@bonava.com"
  } ]
}, {
  "id" : "5fe01240-1614-11ec-ab02-c3927de00e00",
  "time" : "2021-09-15T13:02:10.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "mw@brfexperten.se"
  }, {
    "email" : "jw@brfexperten.se"
  } ]
}, {
  "id" : "91a7c300-16c2-11ec-9769-87a5ad4724cc",
  "time" : "2021-09-16T09:49:06.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.127.34.22"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Marie-Ann Widen",
    "personSurname" : "Widen",
    "personGivenName" : "Marie-Ann",
    "email" : "mw@brfexperten.se"
  }
}, {
  "id" : "53201cd0-16c3-11ec-8e4d-a933d1a4b2b6",
  "time" : "2021-09-16T09:54:31.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.127.34.22"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Johan Widen",
    "personSurname" : "Widen",
    "personGivenName" : "Johan",
    "email" : "jw@brfexperten.se"
  }
}, {
  "id" : "99d3e820-16c6-11ec-9769-87a5ad4724cc",
  "time" : "2021-09-16T10:17:58.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.127.34.22"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Johan Widen",
    "personSurname" : "Widen",
    "personGivenName" : "Johan",
    "email" : "jw@brfexperten.se"
  }
}, {
  "id" : "7c8fefb0-16cc-11ec-9769-87a5ad4724cc",
  "time" : "2021-09-16T11:00:06.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.127.34.22"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Marie-Ann Widen",
    "personSurname" : "Widen",
    "personGivenName" : "Marie-Ann",
    "email" : "mw@brfexperten.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Marie-Ann Widen",
    "personSurname" : "Widen",
    "personGivenName" : "Marie-Ann",
    "email" : "mw@brfexperten.se"
  },
  "signingMetadata" : {
    "personNr" : "196501310020",
    "personSurname" : "WIDÉN",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "852c1180-16cc-11ec-9df9-e918e37dbfe7",
    "personGivenName" : "MARIE-ANN",
    "startDate" : "2021-09-16T09:00:20.908+0000",
    "transactionId" : "497be6bae4d0ccbe"
  },
  "time" : "2021-09-16T11:01:08.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.127.34.22"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "a1ceb220-16cc-11ec-9769-87a5ad4724cc"
}, {
  "id" : "a28e3190-16cc-11ec-9769-87a5ad4724cc",
  "time" : "2021-09-16T11:01:09.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "jeanette.sundvall@bonava.com"
  } ]
}, {
  "id" : "b2380d00-16cc-11ec-8e4d-a933d1a4b2b6",
  "time" : "2021-09-16T11:01:36.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.127.34.22"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Johan Widen",
    "personSurname" : "Widen",
    "personGivenName" : "Johan",
    "email" : "jw@brfexperten.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Johan Widen",
    "personSurname" : "Widen",
    "personGivenName" : "Johan",
    "email" : "jw@brfexperten.se"
  },
  "signingMetadata" : {
    "personNr" : "195310130074",
    "personSurname" : "WIDÉN",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "b5f03300-16cc-11ec-bc61-51961173bd66",
    "personGivenName" : "JOHAN",
    "startDate" : "2021-09-16T09:01:43.116+0000",
    "transactionId" : "99972505c2b06b80"
  },
  "time" : "2021-09-16T11:02:06.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.127.34.22"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "c437bf50-16cc-11ec-ab02-99026ecba18e"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term

Agreement File

Agreement Creator

Description

Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.
CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

Contracting Party

metadata such as audit log, documentation,
verification, Etc.

User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing

JSON JavaScript Object Notation

JWK JSON Web Key

JWT JSON Web Token

NTP Network Time Protocol



https://www.egreement.com



Term Description

OCSP Online Certificate Status Protocol

PKCS Public Key Cryptography Standards

PKI Public Key Infrastructure

PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.





* Agreement ID automatically generated by Egreement’s system.

* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken

place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.

This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

* Agreement File hash algorithm: SHA-256

* Agreement File hash encoding: Hex string

» Reference documents:

o OQverview
o Container Format
o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

1.

2
3
4.
5

Create agreement - Start

. Add agreement files - Upload attachments

. Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

. Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

SEID-Prosjektet

Telia Tunnistus

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.



https://en.wikipedia.org/wiki/Universally_unique_identifier



Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created
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* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.13

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set
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Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.13
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.





Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata
Parameter name

signatureMethod

signature

ocspResponse

How to Validate

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXgoBAK...jks3yrAUVE

Check that time of entry is after Agreement Created.

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature encoded as
Base64. The underlying format
depends on the signature
method used.

The OCSP response message
encoded as Base64. This
parameter is only included for
some signing methods.





EventType Validation
Table 9. EventType effect on validation

Type
30

31

TBS Validation

How to act
Verify as described below.

Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.

In case of an advanced signature method, re-create TBS according to Signing. The TBS algorithm
requires a number of inputs that should be recovered from Agreement Created.

For non advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the

corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type

Signature time

User attributes

TBS or hash of TBS

Hash algorithm

Agreement Rejected

How to validate

If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

If TBS validation applies, check that TBS or hash
of TBS matches the re-created TBS from TBS
Validation

If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected

¢ Eventld:





o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
* Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information

Parameter name Parameter value example

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000

agreementExpireOn 2016-03-31T10:03:28.010+0000
How to Validate

Check that time of entry is after Agreement Created.

Message Sent

Description

Time when agreement was
scheduled to expire as yyyy-Mi-
dd'T'HH:mm:ss.SSSZ.

Time when agreement is
scheduled to expire as yyyy-MM-
dd'T'HH:mm: ss.SSSZ.

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:
> 50: Message sent due to event IDs: 10-12
> 51: Message sent due to event ID: 30.
o 52: Message sent due to event ID: 31.

> 53: Message sent due to event ID: 40.
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o 54: Message sent due to event ID: 41.

o 55: Message sent when agreement is shared.

> 56: Message sent when agreement sharing is cancelled.

o 57: Message sent when agreement validity is about to expire.
o 58: Message sent as a reminder of agreement creation.

> 60: Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information
Parameter name Parameter value example Description

sentTo List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example
[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.13",
"agreementlLocale": "sv_SE",
"agreementFiles" : [ {

"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f253332a8bf73d052c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
i
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec4db”,
“fileMimetype" : "image/png",
"fileName" : "fig1.png"
P
"signees" : [ {
"personNr" : "191111112222",
"personName" : "Alice A"

hoA
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"personNr" : "193333334444",
"personName" : "Bob B"
P
"id" : 778333,
“time" : "2016-04-26T16:39:30.000+0000",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"
H
"eventClass" : "agreement_created",
"eventId" : 10
boA
"id" : 778334,
"time" : "2016-04-26T16:39:31.000+0000",
"eventId" : 50,

"event(lass" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

}]

}oAo

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {
"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",
"signature" : "PD9...cmU+"
I
"id" : 778335,
"time" : "2016-04-26T16:39:43.000+0000",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"
i

"event(Class" : "agreement_signed",





"eventId" : 30
}]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for

langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for
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more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

* Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID
* Signee name

 Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28

* Logs
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o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o Layout is also changed to display the additional information vertically.
- Agreement File section of Verification page to include last modified date & time.

- ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

» Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

» Date of Change : 2018-05-31
* Logs

o Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

> More information about signature added on attest page
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Agreement Version : 1.7

» Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

* Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

* Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

» Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

» Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json
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Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

SEID-Prosjektet

Telia Tunnistus

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, including all steps from how
to produce signature texts to make all agreement files tamper proof, to how each Electronic ID (EID)
provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the
one who wrote it. Examples of electronic signatures are:

* Draw Signature - A handwritten signature drawn on a digital canvas.

» API Signature - A signature created by consuming the web service exposed by Egreement AB.

» SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based





email service.
* Click Signature - A signature created by personalized link.

» Cryptographic Signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID, Norwegian BankID and Telia EID
solutions, provide advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
 RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).





Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

 Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

« Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature





Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:
* Visible TBS
* Hidden TBS

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS.

Format

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS.

Format





Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature)
* Finnish strong identification

* Telia EID (advanced electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.





It is a PKI based solution with support for filebased tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

» personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

* User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in SEID-Prosjektet.





Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Norwegian personal identity number, when available.
* name - Surname and Given name with initial capital letter.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid-no or bankid-no-mobile.

* transactionld - Transaction ID from backend system.

 signature - Evidence, base64 encoded.

How to validate

The signature can be verified on https://www.bankid.no/en/private/solve-my-bankid-problem/read-
signed-documents/

» Base64 encoded TBS.
* TBS RS256 algorithm

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.

Audit log

Each signature transaction provides information used in user interface and audit logging:
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personNr - Finnish personal identity code.

* personSurname - Surname

personGivenName - Given name

startDate - Date when signing was started.

signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Telia

Telia is the largest telephone operator in Sweden. One of the Telia offerings is the Telias electronic ID
service.

Telia’s solution is PKI based, issuing both filebased and smart card EIDs and targeting both private
users and organizations. As an example, the EIDs provided on the Swedish Tax Agency ID cards are
issued by Telia.

Signature format

The Telia client produces PKCS#7/CMS signatures as specified in Cryptographic Message Syntax. The
top structure type is a PKCS #7 signedData (1.2.840.113549.1.7.2) and always contains exactly one (1)

SignerInfo entry in signerInfos. The following signed attributes are included in the Signerinfo
signedAttrs:

Table 2. Signed Attributes

Attribute Name Attribute Value
1.2.840.113549.1.9.3 (PKCS #9 contentType) 1.2.840.113549.1.7.1 (PKCS #7 data)
1.2.840.113549.1.9.5 (PKCS #9 signingTime) Time of signing

1.2.840.113549.1.9.4 (PKCS #9 messageDigest) Hash of the content

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.





* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be telia.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:
» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

* Hashed TBS
* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as a SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.





* signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.
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Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

« agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)
» random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:
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* email - Email address of the signee.

* timestamp - Date when signing was started.
« agreementName - Name of the agreeement.
* signatureMethod - Will be email-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
» random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
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to keep the link secret.

Reference documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

SEID-Prosjektet

Telia Tunnistus

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?

References

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for

langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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